Computer Security Part 2

Router Security:
You should be sure your router is password protected. By default there is no password on the router's
admin account. If you leave it that way anyone on the network could log in and change settings.
To add a password:
*  Open a browser window on a computer or laptop connected to the network.
* Type in http://192.168.10.1

* This will open the router's configuration screen.

* QGo to the administrator tab.

* Click on system management.

* A box will pop up. There will be a place to enter a password.

System Management

‘fou may configure administrator account and password.

Administrator Settings

Account | |

Password |""""" !:::‘v‘.ex Length: 16 characters )

Idle Timeout ;ZIEI J(120-36EIEI seconds)

oy [ Conel

* Enter one and then click apply.
* The router will reboot and you will be all set.

It is also a good idea to configure the router to work with OpenDNS. This will keep the computers
protected and you won't have to worry about someone removing the setting on the computer. (It will
also affect anyone using a laptop on the network. This shouldn't cause any big problems though.)

To do this:
* From the configuration window click on network.

Network

» WAN Setting
» LAN Setting

» QoS
& DHCP Client List

*  From there go to WAN settings.


http://192.168.10.1/

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also
configure parameters according to the selected connection type,

WAN Connection Type

* Scroll down a bit and you will see the boxes with the DNS settings.
Host Name (optional) | |

Manually configure DNS |Enable o

DNS Server Setting

Primary DNS Server |10.1,10.1 |

Secondary DNS Server [10.1,10.1 |

* Enter 208.67.222.222 in the box for primary DNS server.
* Enter 208.67.220.220 in the box for secondary DNS server.
*  Click apply.




